Introduction

Introduction

PWM is an open source password self-service application for LDAP directories
It includes:

e LDAP Directory Support

Change Password module for Self-Service

Account Activation / First time password assignment
Password reset

User registration

Multiple Deployment Options

e Java WAR file (bring your own application server, tested with Apache Tomcat)
e Java single JAR file (bring your own Java VM)
e Docker container

Multiple SSO options

Basic Authentication

HTTP header username injection
Central Authentication Service (CAS)
OAuth client

REST Server APIs for most functionality

Password set

Forgotten password
Password policy reading
User attribute updates
Password policy verification

Installation / Architecture



The service is installed on portainer.simmy.ch. It is simply the default installation of the docker
container.

Useful links

Install experience
https://github.com/pwm-project/pwm
https://groups.google.com/g/pwm-general?pli=1
https://www.pwm-project.org/pwm/public/reference/

Downloads
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https://trifork.nl/blog/setting-up-pwm-as-a-password-recovery-tool-for-openldap/
https://github.com/pwm-project/pwm
https://groups.google.com/g/pwm-general?pli=1
https://www.pwm-project.org/pwm/public/reference/
https://github.com/pwm-project/pwm/releases

