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MacOS Tips & Tricks

How to Disable SIP

Introduction

System Integrity Protection (SIP)

SIP protects MacOS from cyber attacks. However, it also prevents the installation of certain
software. So it can become necessary to disable SIP temporarily.

Boot into recovery mode

Silicon M1, M2, M3

Shut down your Mac and wait for 20 seconds. Then, hold the power button until you see the
"Loading startup options" message under the Apple logo. Then, select Options and click Continue
to enter the macOS Recovery screen.

Intel based

Restart your Mac and wait for 30 seconds. Press the power button and immediately hold Command
+ R keys on the keyboard until you see the Apple logo. Your Mac will boot into macOS Recovery
after a while.

Open a terminal

Under utilities, you will find "Terminal"”. Open it.Type the following command:

csrutil disable

After that reboot the Mac, make all the necessary changes and enable SIP after that by entering
the command:

csrutil enable
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MacOS - Flush DNS Cache

Introduction

For some reasons Apple nurses a bug in the DNS resolver. This leads to the problem, that some
FQDNs cannot be resolved correctly. The workaround is quite simple.

Resolution

sudo dscacheutil -flushcache

sudo killall -HUP mDNSResponder
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MacOS - Privacy hint / OCSP
patch

Introduction

The Online Certificate Status Protocol (OCSP) is an Internet protocol used for obtaining the
revocation status of an X.509 digital certificate.lt is described in RFC 6960 and is on the Internet
standards track. It was created as an alternative to certificate revocation lists (CRL), specifically
addressing certain problems associated with using CRLs in a public key infrastructure (PKI).
Messages communicated via OCSP are encoded in ASN.1 and are usually communicated over
HTTP. The "request/response" nature of these messages leads to OCSP servers being termed OCSP
responders.

Wikipedia OCSP Protocol

The OCSP protocol is used to check whether or not a certificate has been revoked. In this context, it
is used to give Apple the opportunity to revoke the “blessing” it has given to a specific piece of
software. Whenever you start an application, MacOS checks back with the OCSP server.

Resolution

There are two ways to prevent MacOS from checking back to Apple.

Local patch

echo 0.0.0.0 ocsp.apple.com | sudo tee -a /etc/hosts

Router patch

Discussion

In fact, Apple does not associate the information coming with this request to any person or any IP
address. Apple does also not track, when you start an application. Apple could figure out, which


https://en.wikipedia.org/wiki/Online_Certificate_Status_Protocol

software vendor an application is coming from (thinking about Microsoft, that leaves a lot of
possibilities).

In the end, it is a simple check whether a certificate is valid or not.

Security professional criticized that a man in the middle attack is possible and you might start an
application of which the certificate is revoked. The data itself is also transferred over HTTP without
encryption. So a 3rd party could get an idea than somebody runs software from a specific software
vendor.

Keeping aside the security concerns, it could be a little bit slower to start an application with a low
bandwidth internet connection. In that case, it could make sense to block the request.

Useful links

https://www.sentinelone.com/blog/what-happened-to-my-mac-apples-ocsp-apocalypse/

https://www.theverge.com/2020/11/16/21569316/apple-mac-ocsp-server-developer-id-

authentication-privacy-concerns-encryption-promises-fix



https://www.sentinelone.com/blog/what-happened-to-my-mac-apples-ocsp-apocalypse/
https://www.theverge.com/2020/11/16/21569316/apple-mac-ocsp-server-developer-id-authentication-privacy-concerns-encryption-promises-fix
https://www.theverge.com/2020/11/16/21569316/apple-mac-ocsp-server-developer-id-authentication-privacy-concerns-encryption-promises-fix
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Map a shared drive on MacOS

Introduction

Mapping of network drive seems to be a big issue. Hopefully this manual brings a little light into the
fog.

Requirements

Any kind of network resource, that offers any kind of network share. A network resource can be:
e Windows Server
e Linux Server
e NAS (Network attaches storage)
A network share can be provided by one of the following protocols:
e SMB or SAMBA
e CIFS
e NFS
o (FTP (SFTP))
e AFP (Apple File Protocol)

This manual will focus on SMB

Map a drive with MacOS and Finder

Open Finder and go to this menu or simply press cmd-k
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Finder will provide you with a list of network resources it already found:
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[ O] Mit Server verbinden
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smb:ffnas02 - SMB/CIFS. _smb._tep.local
smb:ffnas02.local.

smb:/{MachM1.local.
smb://Mac-mini-von-Holger.local.
smb:ffnas02

e e T

E~ 7 Durchsuchen

If you can already see your resource, you can click on it. If not, you will need to input the resource
manually. You will need the protocol and ether the IP Address or an DNS name.

Finder understands these protocols:

e smb

cifs (http, https)
e ftp

e afp
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If our resource is located on nasOl.simmy.ch and the protocol is smb, you will have to type in:

smb://nas01l.simmy.ch

[ W] Mit Server verbinden

| smb:/f10.10.10.20

Bevorzugte Server: 0

) smb:/{10.10.10.20
A https://b24-rOm6wp.bitrix24.defcompany/personalf/userf1/disk/pathy

G~ ? Durchsuchen -

Du versuchst, dich mit dem Server
»10.10.10.20" zu verbinden.

Mit smb:f10.10.10.20 verbinden ...
&

Klicke zum Fortfahren auf Verbinden®

Most resources are protected with username and password:

Gib Name und Passwort fiir den Server
»10.10.10.20" ein.

Verbinden als: Gast
O Registrierter Benutzer

Mame: rbittel

Passwort: |esssss

Passwort im Schiiisselbund sichern

Abbrechen

If you manage to enter your username and password correct, please select the resource, you want
to access:
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Next thing you will see is the data, that is located on the network share:

video =0 =y O~ (o}
Zurick/Vorwarts Darstellung Gruppe  Aktion Suchen
Programme video =+
Mame ~  Anderungsdatum Grolie Art |
> @ @Recently-Snapshot 30.08.2022, 11:25 -~ Ordner |
> @Recycle Gestern, 21:12 --  Ordner
» 57 bhakdi-tanner 30.08.2022, 14:06 --  Ordner |
» 7 diverse videos 30.08.2022, 14:086 --  Qrdner
> [ herzensvideo 30.08.2022, 14:06 -~ Ordner |
> [ interview-bodo-sucharit 30.08.2022, 14:15 -~ Ordner
» 7 kabale 30.08.2022, 1416 --  Ordner l
» 7 landschaft-schweiz 30.08.2022, 14:02 --  Ordner
» 7 podium-aarau 30.08.2022, 14:09 --  QOrdner
@ Star Trek Voyager.SO06E09.The Voyager Conspiracy.mky 28.04.2022, 22:54 B76.6 MB Matrosk...deo File
» 57 telegram_bittel_tv_channel_backup 30.08.2022, 14:02 --  Ordner
» 5 uploads 07.10.2022, 10:09 --  QOrdner

B video

12 Objekte, 7.75 TB verfugbar



https://hwiki.simmy.org/uploads/images/gallery/2024-01/2s3image.png
https://hwiki.simmy.org/uploads/images/gallery/2024-01/wJvimage.png

Proxmox Virtual Environment -
PVE



Proxmox Virtual Environment - PVE

PVE - VM does not stop

Introduction

Sometimes a virtual machine cannot be stopped from the GUI.

Resolution

gm stop <number>

Useful links

https://bobcares.com/blog/proxmox-cant-stop-vm/



https://bobcares.com/blog/proxmox-cant-stop-vm/

Proxmox Virtual Environment - PVE

PVE - No quorum error

Introduction

A typical error on a PVE cluster is

No Quorum error

It can happen, when other machines of the cluster stop functioning.

Resolution

pvecm expect 1

Useful links

No quorum error

Definition Quorum



https://forum.proxmox.com/threads/no-quorum-error.113459/
https://pve.proxmox.com/wiki/Cluster_Manager#_quorum

Proxmox Virtual Environment - PVE

PVE - Can't lock file

Can't lock file

https://dannyda.com/2020/05/1 1/how-to-fix-proxmox-pve-cant-lock-file-var-lock-gemu-server-lock-

xxx-conf-got-timeout-proxmox-cant-shutdown-virtual-machine/

manual SSH:

goto /run/lock/gemu-server
delete lock-xxx.conf

gm unlock xxx

Simple script:

#!/bin/sh

echo

echo '----- AUTHOR: https://dannyda.com----- '
echo

echo '---Existing locks---'

gm unlock $1

1s -1 /run/lock/gemu-server

rm -f /run/lock/gemu-server/lock-$1.conf
gm unlock $1

echo

echo '---Remaining locks---'

1s -1 /run/lock/gemu-server

./killvm.sh xxx


https://dannyda.com/2020/05/11/how-to-fix-proxmox-pve-cant-lock-file-var-lock-qemu-server-lock-xxx-conf-got-timeout-proxmox-cant-shutdown-virtual-machine/
https://dannyda.com/2020/05/11/how-to-fix-proxmox-pve-cant-lock-file-var-lock-qemu-server-lock-xxx-conf-got-timeout-proxmox-cant-shutdown-virtual-machine/

Thunderbird



Thunderbird

Installation of Thunderbird

Introduction

Prerequisites

Download the newest Version of Thunderbird directly from their Webpage.

Download Thunderbird

Installation

Installation on MacOS

Just click on the downloaded .dmg file and copy it to your programs directory.

Installation on Fedora

tar -xvjf thunderbird-128.3.0esr.tar.bz2


https://www.thunderbird.net/en-US/

Thunderbird

Add Microsoft Outlook
Account/Teams to Thunderbird

Introduction

Microsoft 365, Azure or Exchange Server uses a proprietary protocol for E-Mail, Calendar and
Contacts/Address Book. It is possible to connect to a Microsoft E-Mail account with Thunderbird. It is
also possible to connect to more than one account. Especially if it comes to Teams, which can be
used inside of Thunderbird, this feature becomes very useful.

Configuration

Add Mail Account...
Add Chat Account...
Add Feed Account...

Add Newsgroup Account...

Set as Default

Remove Account

Account Actions v

@ Thunderbird Settings

93 Add-ons and Themes

Goto account setting and "Add Mail Account".
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Set Up Your Existing Email Address

To use your current email address fill in your credentials.
Thunderbird will automatically search for a working and recommended server configuration.

Your full name

| Holger Schindler @ I

Email address

| holger.schindler@securix.swiss @ |

Password

[ ......... D ]

Remember password

Configure manually Cancel

Your credentials will only be stored locally on your computer.

You will need your E-Mail address and your password.

After clicking continue, you will be asked to enter your password again. No matter what happens
next, you will return to Thunderbird.

Configuration found in Mozilla ISP database.

Available configurations

() IMAP

Keep your folders and emails synced on your server

() poP3

Keep your folders and emails on your computer

(® Exchange/Office365

Use the Microsoft Exchange server or Office365 cloud services

Server

outlook.office365.com

Configure manually Cancel m

Select "Exchange/Office365" and click on "Done".
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If you are asked to install "OWL", please do it.

® Exchange/Office365
Use the Microsoft Exchange server or Office365

cloud services

Server EEMIE

outlook.office365.com

This email server unfortunately does not support open
protocols. A third-party add-on can allow you to access
your email account on this server:

access your emails on Exchange Install
Servers.

Owl is a paid addon that allows you
to

Hint

You are now able to use E-Mail and Calendar functionality. So far Contacts/Address book are not
working.

Teams:

On the left side you should find the Teams icon. Hover gently over it. It will then show all connected
Microsoft Accounts. If you click on one of those account, a new tab will open for teams. Repeat until
you opened all the Teams for your tenants.

,
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